Running eduroam on NPS with Windows 2008 R2 Enterprise

The network policy server is the RADIUS server as part of Windows server editions. These
instructions assume a basic setup of an Active Directory.

Installation of NPS

In the “initial configuration” or “Server Manager” look for “Roles” and click “Add Roles”.

Bl Add Roles Wizard [ %]

A

Network Policy and Access Services
Role Services
Confirmation

I Progress
Results

-

C

Select one or more roles to install on this server,
Roles:

[ ] Active Directory Certificate Services
Active Directory Domain Services (Installed)
[ ] Active Directory Federation Services
[] Active Drectory Lightweight Directory Services
[ Active Directory Rights Management Services
[] Application Server
[[] DHCP server
DNS Server (Installed)
[] Fax Server
[[] File Services
] Hyper-v
E Metwork Policy and Acces
[ Print and Document Services
[] Remote Desktop Services
[ web server (II5)
[] Windows Deployment Services
[[] windows Server Update Services
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Description:

Network Policy and Access Serviceg
provides Network Policy Server (NPS),
Routing and Remate Access, Health
Registration Authority (HRA), and
Host Credential Authorization Protocol
(HCAP), which help safeguard the
health and security of your network.

Select the “Network Policy and Access Services” option and click “Next >”. After reading the

introduction to NPS, continue to the role services to install:

ll Add Roles Wizard E

A Eﬁﬂi Select Role Services
4 |

Before You Begin
Server Roles
Network Policy and Access Services
f Roesenwces ]
Confirmation
Progress
Results

Select the role services fo install for Netwark Policy and Access Services:

Role services:

A [] Routing and Remote Access Services
] Remote Access Service
] Routing
[! Health Registration Authority
[] Host Credential Authorization Protocol

Description:

li rv allows
you to create and enforce
organization-wide network access
policies for client health, connection
request authentication, and
connection request authorization.
With NPS, you can also deploy
Network Access Protection (NAF), a
dient health policy creation,
enforcement, and remediation
technology.

Select only the “Network Policy Server” component, and click “Next >” again.

You will see a summary of the installer-actions, and need to click “Install” to continue. Wait for
the installation to finish, and click “Close”.

You can now find the “Network Policy Server” under the “Administrative Tools” in the start
menu, in the Server Manager, or as a snap-in to mmc.



Server certificate for NPS

You need to have a server certificate in order to use PEAP-authentication with eduroam. PEAP
sets up a secure tunnel (just like HTTPS does for websites) in order to protect the credentials,
and is an important part of the mutual authentication: both the user needs to prove who he is,
and the authentication server needs to prove to the user that he or she is providing credentials
to the right authority.

Without certificate (self signed or not) it's not possible to do local authentication. NPS can still
be used as a proxy to receive requests from Access Points, log, filter, and forward to the
eduroam infrastructure.

If you have no certificate installed (or in doubt about your certificate), read Appendix A about
Certificates.

Configuration of NPS

The NPS console (snap-in) allows you do use a Wizard for 802.1X / secure wireless. While you can
use this for eduroam, it doesn't provide all the required settings (like realm/user-name pattern-
matching), so you need to make some more changes in the created policies anyway. In these
instructions, we'll create the policies directly from the “Connection Request Policies” and the
“Network Policies”.

% Wetwork Pobcyserver M=
Fle Acton View Help
&= ZmErm
Tt froawer

= [J] RADIUS Clients and Servers

# RADIWS Clients

i3 Remote RADIUS Server Groups
E 5 Polides Connection request policies allow you to designate whether connection requests are processed locally or forwarded to remate

A Connection Request Policies RADIUS servers. For NAP VPN or 802.1X, you must configure PEAP authentication in connection request policy.
| Network Polides

| Health Polides
# M8, Network Access Protection
B, Accounting B Configure Connection Request Policies Leam mare
= il Templates Management
= Shared Secrets

G ion R Policu
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[ RADILS Clents Network Policies

5 Remote RADIUS Servers

=/ IP Filters Network policies allow you to designate who is authorized to connect to the network and the circumstances under which they can

_| Health Policies or cannot connect,
-a Remediation Server Groups

Bl Configure Network Policies Leam more

Health Policies

Health policies allow you to designate the configuration required for NAP-capable dlient computers to access the network. Deploy
heatth policy by corfiguring System Health Validators, creating a health policy. and then adding the health policy to the Health
Policies condition in network policy.

B Configure Heath Poiicies B Leammore

Before any policy can be applied to authentication requests, we need to create “RADIUS clients”
in order to allow both your Access Points (and/or Switches) and the eduroam infrastructure to
actually send requests to your server (that's also a client).

To prevent typo's between multiple peers and allow easier changes, it's preferable to create a
shared secret template for peers using the same shared secret. You can for instance create one
for your accesspoints and one for the proxy-servers. The proxy-server secret you need to
negotiate with your national eduroam roaming-operator. The access-point secret, you configure
on your own access-points so you can make something up there yourself.

You can create these templates in the “Template Management” and “Shared Secrets” section, by
right-clicking and selecting “New”...



& Network Policy Server _ O] x|
File Action View Help
«s| 7= HE
St

=[] RADIUS Clients and Servers

E RADIUS Clients ~ Templates for shared secrets allow you to specify a shared secret that you can reuse when configuring RADIUS
i Remote RADIUS Server Groups =] clients and servers in the NPS console by selecting the template.
= E Policies
_ iD:CCmBPﬂJES[P°|iﬂES Tempiae N [
| Metwork Policies
| Heslth Polices Jmm“
i+ W8, Network Access Protection
.ﬁ Accounting Mew RADIUS Shared Secret Template
(= Ml Templates Management  Shared Secret
7 Shared Secrets Template name:
i RADIUS Clients lac ik
3 Remote RADIUS Servers
§ IP Fite
: Hem:mcs anrwﬂ;hpeahmdmﬂ click Manual, To automatically genarate a sharsd
— tien secret, click Generate_ You must configure the RADIUS client with the same shared
i3 Remediation Server Groups secret ertered here, Shared secrets are case-sensitive.
& Manual " Generate
Shared secret:
l...I..l...l...l..l'..l...l‘l
Confim shared secret:
l'....l".l‘.'..'.........ll
0K | Cancd |
|Ada'nn: In progress... [

After creating the template, create clients for your access-points and proxy-servers, by right-
clicking “RADIUS clients” (under RADIUS Clients and Servers) and “New”:

& Network Policy Server - 10] x|
e dameeid oo Heb New RADIUS Client |
Settings | Advanced
S A= —
2 [ RADIUS Clients and Servers r— | Enable this RADIUS client
7 RADIUS Chents _ o |ur network.
i:i Remote RADIUS Server Groups I” Select an evisting template:
& Z| Polices I LI
B 5 Network Access Protection 1 I
85 Accounting = [ Nameand Addess
) Ml Templates Management 3 Friendly name;
_j h-mty-1
g Address (IP or DNS):
r Shared Secret
Select an existing Shared Secrets template:
Ipmﬂam ;I
Tnmdyhpeahadm-d click Manual. To automatically generste a shared
secret. click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-genstive.
& Hianuz € Generste
Shared secret:
I..l...l.
Confim shared secret:
I......I.
4] I
Lﬂcﬁm: In progress.... | oK I Cancel l |




Now, we create a server group for the proxy-servers, that will be used to send authentication
requests to for non-local users. In the “RADIUS Clients and Servers” right-click “Remote RADIUS
Server Groups” and “New”...

*5 Network Policy Server

File Action View Help

e ZmHE

& NPS (Local)
[= || RADIUS Clients and Servers
B RADIUS Clients
33 Remote RADIUS Server Groups
£ 2] Policies
(] Connection Request Polides
[ Network Polides
- Health Policies
', network Access Protection
B, Accounting
53] ‘ Templates Management
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Remote RADIUS Server Groups

K Remote RADIUS server groups allow you to specify where to forward connection rec
Ff senver is configured as a RADIUS prooy.
| Group Name
Group name:
|proxyservers
RADIUS Servers:
RADIUS Server | Prionty | Weight | Add...
Edit...
Remove
OK Cancel

LQch'nn: In progress...

e |
i | ing | Load B |
Select an existing Remote RADIUS Servers template:
[None =
Type the name or I address of the RADIUS senver you want to add.
Server:
o1 i

Enter a name for your server group, such as “proxy-servers”, and click “Add...” to add one or
more of the servers. Enter the proper name (proxy-1 in the example is not a proper name ;-) but
you will get these details from your National Roaming Operator (NRO)), and proceed to the
Authentication/Accounting tab for the shared secret settings:

e L |
" Address  Authentication,/Accounting ILeadBda'ldngI
| Authertication port: |1B‘IZ
r Remote RADIUS server groups allow you to specify where to forward connection re |Dnmffmw ﬂ
# server is configured as a RADIUS proxy.
Shared secret: |__'
o e (Conim shared seont: —
Group name: ¥ Request must contain the message authenticator tiribute
brmﬂews
RADIUS Servers: [
HADIUSSmru|E' I “!!' I | Add._ Accourting por: |1a13
proy-1 1 50 Edit [¥ Use the same shared secret for authentication and accounting.
Femove Select an exjsting Shared Secrels template:
Ipmxy-sen'ers ;l
Shared secret: JE==
Confirm shared secret: I
L ¥ Forward network access server start and stop notifications to this server
I 0K | Cancel




For a secondary server, consider the last tab “Load Balancing”. It's recommended not to load-
balance single EAP-sessions across multiple servers, which is what NPS will do when the Load-
Balancing Priority is all set to the same level. In many situations it just works, but there's no
guarantee, so better set it to a lower priority so it's only used for failover. If in doubt, ask your
National Roaming Operator for advise.

S T
Address | Authentication/Accounting UNM'
jlrhenﬂemrofmrkhghduauumdam.awmuruumﬁ

Remote RADIUS Server Groups

- Weight is used to calculate how often request are sent to 3 specific server in a group of
Remaote RADIUS server groups allow you to spacify whers to forward connection re
s {; server is configured as a RADIUS proxy. servers that have the same priorty.
Group Name Priorty: |2 Waight: |5u
s s
Group name:
k)mxyqews Mumber of seconds without response before request is |3
considerad dropped:
RADIUS Servers:
RADIUS Server | Priarity | Wesght | | Add.. Mzdmum number of dropped requests before serveris |5
prowy-1 1 50 identified as unavaiable:

Edit...

e Mumber of seconds between requests when server is identified I;m.
EMavE a8 unavailable:

OK Cancel
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The “Connection Request Policy” is there to decide what to do with an authentication request:
forward it to a proxy-server, or authenticate locally. The decision is based on RADIUS attributes,
such as the User-Name, but this can also be a RADIUS client IP-address or friendly-name for
instance.

The order or Connection Request Policies is important. You can move policy-rules up and down,
and also temporarily disable a rule.

A typical order is as follows:
@ i)

& [ RADIUS Clients and Servers
Bl |5 Polides - Connection request policies allow you to desi whether clion requests are d locally or fi ded to remote RADIUS servers. For NAP VPN or 802.1X
you must configure PEAP authentication in connection request policy.

Z Network Policies

___Hea]thnh:es T |9 E ing Ordh IS I
= .?; ::2;::;“ Ffoterhon 17/ local eduroam users Enabled 1 Unspecfied
oo | Ittty ot 2 ke
Use Windows authentication for all users Disabled 4 Unspecfied

1. authenticate local users @your-realm.tld
(you can add more for eg. @student.your-realm.tld)

2. authenticate mis-matches in your-realm, such as non-existant.your-realm.tld
3. forward to remote proxy-servers

First, create a connection to the proxy-servers by right-clicking the “Connection Request
Policies” and “New”.
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New Connection Request Policy
G| ] . g :
ﬁ Specify Connection Request Policy Name and Connection Type
o
B 5] RADIUS Clies * You can specfy 2 name for your connection request policy and the type of connections to which the policy is
§ Rrapius applied. hwarded to
i Remote quest policy.
B = Palicies Poli -
7 Network
[ Health p [SESSEES :
B % Am;m:i::c Select the type of network access server that sends the connection request to NPS. You can select etther the network access server
9 type or Vendor specific. but neither is required. If your network access serveris an B02.1X authenticating switch or wireless access point,
=) My Templates M | selact Uinspecified.
=/ shared<
3 RADIUS
§ Remote
=] 1P Filters & Type of network access server: _
| HealthP
= eciied il
i Remedia IU'ED |
ok et —
10 - -
Frevious I Nest I ik | Cancel |
T
EAcIiun: In progress... ] I

Give the policy a name (such as “eduroam”), and click “Next”. Now conditions for matching this
policy have to be specified. This rule will be based on User-Name matching.

- |0} x|
Fle Action Vie Hew Connection Request Policy E
e 2 : o
ﬁ!}[_ Spedfy Conditions
oc
B ] RADIUS Clies * Specify the conditions that determine whether this connection request pelicy is evaluated for a connection request.
S RADILS A minimum of one condition is required. ded to
i Remote quest policy.
B = Polides
l_'g et 1 Select condition | X| ::
| Nefwork
) HealthP Selact a condition. and then click Add.
@ W NetworkAcc) | HEAP =
‘ﬁ Accounting ] Location Groups
o MR e 3 e o T 0>
= Shared® requied bo matc third party
natwork access
RADIUS Specify the user name of the access request message. You can use pattem
5 Remote | UsetName __ matching syntax.
BRI 55 Uscome [
|| HealthP Sy @ +\[azli2.6} i string that
35 Remediz typically contain j€ kel
Connection Properies _
Access Client| 0K I Cancel | -
The Access Che Lesting access
fram the RADILIS
|« MJ AccessClient IPv6 Address -

e

[ Add. | Eati |1 Hemoye

Prewvious I i [=8 [ Fitweh | Cancel |

IAcIim: In progress... 1 |




We use a regular expression here to match user-names that look valid. User-names in eduroam
are like the e-mail addresses, and end on something.tld - that means we shouldn't forward
realms that have no dot “.” in them, or when there's no realm (after the @-sign, the domain is
realm in RADIUS-slang) at all.

The regular expression @.+\.[a-z]{2,6}$ is a case-insensitive match for realms ending on
something dot tld between 2 and 6 letters. Keep in mind that this might change in the future
when internationalized top-level domains are allowed, then this regular expression might need
to be updated. A more lenient regexp would be @.+\..+$ to allow a realm with something dot
something as a minimum. Both regexps handle any number of sub-realms.

LI N
| #lm
g#f ! Specify Conditions

Bl 2] RADIUS Clier Specify the conditions that determine whether this connection request policy is evaluated for a connection request.
E RADIUS A minimum of one condition is required.

ﬁ Remate

B —EJ Policies Conditions:

IE Network - | ) | : I

1 Healthp | b User Name @.+\Jaz}{2.6)5

[ W, Network Acc
&, Accounting

[= Ml Templates M

Mew Connection Request Policy

After the condition is set, click “Next”. (Note that the default Wizard also adds a condition for
NAS Port Type, and sets this to “Wireless - IEEE 802.11”. This is fine if your Access Points add this
and if you need to do that kind of filtering of RADIUS requests. You could add “Wired”, as some
AP's seem to be non-compliant and add this.)

Next, specify what to do with the requests that match the condition. In this case, we want to
forward the request to the proxy-servers, so the RADIUS server group needs to be selected:

*5 Metwork Policy Server -10] x|
Fle Action Vie New Connection Request Policy
s A EA] [EEY . - ’
W Specify Connection Request Forwarding
o
B 5] RADIUS Clies * The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a
5 RADIUS remote RADIUS server group. hwarded to
& rRemote jquest pokicy.
= —EJMGS I the policy conditions match the connection request, these seftings are applied.
1.7 Connect I
| Network

| HealthP  Settings:

@ B, Network Acc [ o rwarding Connedion rnect
B acontng | Hequest Specfy whether connection requests are processed locally. are forwarded to remote

) Wy Tempiates M RADIUS servers for authentication, or are accepted without authentication,
et

- g
g EADIL:: 8 Accounting ' Authenticate requests on this server
emo
‘3- IP Filters % Forwand requests to the following remote RADIUS server group for authentication: _
[ Health
i Remedia |pmxrﬂenras :] New... |

" Accept users without validating credentials

Previous [[ Net | riin | Cancel

;AC&]T: In progress... | [



The final configuration options for a Connection Request Policy allows you to add RADIUS
attributes to the RADIUS reply. You don't need to do anything with this, but you can define or
override VLAN attributes if your Access Point is configured to use VLANs. This way you can define
a different VLAN for guests compared to local users. (More about VLANSs for local-users later.)

% Network Policy Server | _ O] x|
File Action Viel

New Connection Request Policy

a9 7m :
ﬁ!}_ Configure Settings
e
5 " RADIUS Clies * NPS applies settings to the connection requestif all of the connection request policy conditions for the policy are
i reos matched. warded to
il Remote hquest policy.
B 5 Polces Gonligaarm e Settings o i testveosk policy.
1. Connect | condions match the connection request and the policy arants access. settings are applied. [
1 Network
| Healthp  Settings:
[# INetwork Acc B
% e Qv T N To send addional atibutes to RADIUS clets, select a RADIUS standard atrbute, and
= iy Templates M o] Attribute then click Edit. F you do not configure an altribute, it is not sent to RADIUS cients. See
B _et"n B w2 . your RADIUS clent documentation for required attributes.
=/ Sharedf | RADIUS Attributes
% :ADIL:: % Standard
emo
_i% Remedia Name | Vaiue |
Tunnel-Pvt-Group-ID 118
Tunnel-Type Virtual LANs (VLAN)
Tunnel-Medium-Type 802 (includes all 802 media plus Ethemet canonical for... T
Add... I Edit.. Hemaye
Previous |  Net | rn | Concel |
iAdiun: In progress... I |

The above example adds VLAN 118 for guests authenticated via your Access-Points. Look at your
Access-Point documentation to find the actual attributes you need to use, some use non-
standardized attributes for this. When in doubt, start without any of these attributes.

As final step, review the settings made by the wizard, and click Finish.

%4 Network Policy Server I8 [s] 3

New Connection Request Policy

[ s to) ! Completing Connection Request Policy Wizard

B 5 RADIUS Clies

3 RraDIUS twarded to
[ Remote quest polcy.
& 5 Poldes You have successully following cor poicy:
& Connect [
7 Network  eduroam

[ Health P
) B, Network Acc  Policy conditions:
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55 Remedia
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Authentication Provider Forwarding Request
Muthenticafion Provider Name  proxy-servers
Tunnel-Pvt-Group-1D 18
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Turnel-Medium Type 802 (ncludes ol 802 media plus Ethemet canoriical format)
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After creating a new policy-rule, always reconsider the order of policies. A policy might catch all
the requests and make NPS not consider any of the newer requests.

While testing, take into account that it might take a second or two before NPS actually uses the
newly configured settings.

You could test eduroam authentication with a remote (test)-account provided you have one. The
next step is to create a policy for local users.

b Network Policy Server

File Acton View Help

&= 7= HE

<3 NPS (Local) Connection Request Policies

= || RADIUS Clients and Servers Prmrmrmm —m
3 RADIUS Chents ~ Connection request policies allow you to designate whether connection requests are processe
ﬁﬂ_embemlusslewa servers. For NAP VPN or 8021 you must configure PEAP Mhmmj

=

= |&f Polices
S ﬁﬂ_w_m | Status | Processing Order | Source
= Healt  EXportList N sciciR oo Bncol el Eosticd) Uspcokc]
— N-lw A 17 eduroam Enabled 2 Unspeciied
B 3 heork A ' Use Windows authertication for all Dissbled 3 Unspeciied
® 58 Syster ze Win ion for all users specii
iﬁ Remer  Refresh
B, Accounting
= . Temola e
E [ Shared Seaets
[ RADIUS Clents
=
|E[ 1P Filters
" Health Policies Conditions - F the following conditions ane met:

-iLﬂ Remediation Server Groug

Condtion | Value

User Name “\Jab"\ eduroam\.nl$

Settings - Then the following settings ane apphed:

Setting | Value
Authertication Provider Local Computer
Reply-Meszage Unknown local realm at lab eduroam nl

Again, click the “Connection Request Policies” tree-item and select “New”.
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@ NPS (Local)

= [ RADIUS Clients
i RADIUS Clie
33 Remots RAL

El 5] Polcies
t'.-gml'ﬁhﬂ" 1
] Metwork Pol
| Health Polid

New Connection Request Policy

A

Policy name:

“—

Emote RADIUS

Specify Connection Request Policy Name and Connection Type

You can specify a name for your connection request palicy and thetype of connections to which the policy is
applied.

I

£l B Network Access

35 Remediatior
B, Accounting

=1 Wl Templates Manz
—f»’ Shared Sec
[ RADIUS Che
§ Remote RAL
LE[ 1P Filters
" Health Polid
35 Remediatior

® o System Hea -

Jocal eduroam users|

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
select Unspecified.

5 Type of network access server:
| Unspecified
" Vendor speciic:

=

type or Vendor specific. but neither is required. i your network access server is an 802 1X authenticating switch or wireless access point,

Give the policy a name such as “local eduroam users”, and click “Next”.




E

o New Connection Request Policy

Specify Conditions

Specify the conditions that determine whether this connection request policy is evaluated for a connection request.
A minimum of one condition is required.

& s (Local)
&1 [ RADIUS Clients
5 RADIUS Che
35 Remote RAL
] |5 Policies
(-7 Connection
"1 Network Po!
" Health Polic
= B Network Access  Salect 5 conition. and then click Add.
[ =M System Hez
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&, Accounting
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= Health Poiic
i3 Remediatior
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Select condition

-

Location Groups

The HCAP Location Groups condibon specifies the Host Credential Autharization Protocol [HCAP) locabion groups
required to match this policy, The HCAP protocal is uzed for communication between MPS and some third pary
network access servers [NASs) See your NAS documentation before usng this condition

User Name

1t in the RADIUS

il narme

meszage This attribute iz a character sting that

i name and

Connection Properties

.‘;E Access Client IPv4 Address
ol The Access Chent IPv4 Addiess condiion specifies the IPv4 address of the Access Client that is requesting access
from the RADIUS chent.

_‘L Access Chent IP¥6 Address

—

emote RADIUS
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Again, we need to specify conditions for the policy to match. In this case we'll want to match

local users, by their user-names. This can be done by a regular expression:

55 Remediatior
B3, Accounting Location Groups
= M Terplates vanc | 853 The K00 Lo I | %>
i required to malte third party
= | Shared Sea hebwork access
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from the RADIUS
- Ammmnn M lhnmb 1D A Al -

Please don't allow users to authenticate without realm! It will be very confusing for users if it

works locally without @realm, and you need to have a @realm in a remote location.

That breaks

the whole working of eduroam for this user and it will lead to misconfigured clients and support-

calls.
Click “OK” and “Next” when done.
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¥ the policy condiions match the connection request, these settings are applied.
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Now, select to “Authenticate requests on this server”.
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e
=[ Shared Sea
= B Accounting 3
{§ RADIUS Che & Authenticate requests on this server
3 Remote - - i l
! 1P Fiters Forward requests to the following remote RADIUS server group for authentication
| Health Poiici
35 Remediatior Iprox_c—servers _d New... |
: :
" Accept users without validating credentials _—




The next screen asks to override authentication methods configured for this user in the Network
Policies.

- i
; Specify Authentication Methods
€ ] Br
I A Configure one or more authentication methods required for the connection request to match this pelicy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
Protected EAP,
i -
oA -
5 —I~ Ovenide network policy authentication settings
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Move Dawn
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Add i Edit I Hemove
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I | Microsoft Encrypted Authentication version 2 [MS-CHEP+2]
I™ User can chanae password after it has expired
I~ Microsoft Encrupted Suthertication (MG-CHER)
I™ | User can change password|fter it has expired
= | Ercrynted authentication (CHAP]
™ Unencrypted suthertication (PAP, SFAP]
I~ Allow clients to connect without negotisting an authentication methad,

Provious [ Net | Fish | Cancel |

I 1
Make sure no override is done.

The next screen allows you to configure RADIUS attributes, but don't enter anything here.

! New Connection Request Policy m i
s Configure Settings
]
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L - your RADIUS cliert documeantation for required attributes.
T RADIUS Attributes
By -
B f ; I
[¥7] Vendor Specific -
9 Name | Value 1]
[ jim
Add... it Hemave
Provious |[ Met | Feen Cancel




If you want to assign VLAN attributes for your users, you'll need to do that in the Network Policy.

Review your settings, and click “Finish”.

Next, create a Network Policy for your local users.
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These policies are only used for Connection Request Policies that have “Authenticate requests on
this server” set.
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New Network Policy
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Policy name:

Specify Network Policy Name and Connection Type

You can specify a name for your network policy and the type of connections to which the policy is applied.
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h they can or cannot

I

Jocal eduroam users|

Network connection method

Give your policy a name such as “local eduroam users” and leave the other settings default.
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Specify the group membership required to match this palicy.
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We need to specify the conditions for matching this request. Here you can define the users in
your AD that are allowed to authenticate.




I New Network Policy

- ully

! & Access granted
: Grant access f client connection attempts match the condttions of this policy.
1

Specify Access Permission

Configure whether you want to grant network access or deny network access if the connection request matches this
paolicy.

™ Access denied
Deny access f client connaction attempts match the conditions of this policy.

[~ Access is determined by User Dialin properties {which ovemide NP5 policy)

r
! Grantt or dery access according to user dialin ties i client tion match the conditions of this policy.
[

E

In the next screen, select to grant access to these users. Now for the authentication methods
that are allowed:

SEREE

EAP types are negotiated between NP5 and the client in the orderin which they are ksted.

EAP Types:

R EEHR

Authentication methods:
Microsoft: Smart Card or other certificate

edt.. |

Less secure authentication r
I™ Microsoft Encrypted Authentic

[~ Microsoft Encrypted Authertic

|_ Uzer can change passnaEr

I~ User can channe passward after it has expied

[~ Encrypted authentication [CHAP)

Deslect the “Less secure authentication methods”, and click “Add...” to add an EAP type named
“Microsoft: Protected EAP (PEAP)”.
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Configure Authentication Methods

Configure one or more authentication methads required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configura
Protected EAP inconnection request policy, which overrides network policy authentication settings.
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Edit the PEAP settings, and make sure the proper certificate for the server authentication and
TLS tunnel setup is selected. (See the Appendix about certificates if any of these steps give a
warning or if you don't have a certificate installed just yet.)

! New Network Policy | x| h
I Configure Settings
'

i A NPS applies settings to the connection request if all of the network policy conditions and constraints for the policy i

E are matched.
I Configure the settings for this network policy. B
i Fcondtions and constraints match the connection request and the policy grants access, settings are applied.
H
s Settings:
A EADIUS Aiinics To send additional attributes to RADIUS clerts, select a RADIUS standard attrbute, and

then click Edit. f you do not configure an attribute, it is not sent to RADIUS clients. See

£ - your RADIUS client documentation for required attributes.
T [ Yendar Specific
e MNetwork Access Protection I
[ |/

B, NAP Enforcement Atrbutes:
i {8 Extended State Namis | Value | 3
" R outing and Remote Framed-Protocol PPP

Access Service-Type Framed
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B andwidth Allocation
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-ﬁ IP Fikters
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[ IP Settings Add .. I Edit.. Remave

Previous [ Net ] Fih | cance |

1
In the next step of the wizard you will have the chance to configure any RADIUS attributes.

But: don't add attributes just like that! If you want to override for instance the VLAN by setting
attributes for your own users, you need to do this in a seperate policy that only works for your
local clients (Access-Points) only. If you set VLAN attributes for your users in authentication
requests that originate from the eduroam infrastructure your users might be denied access,
which might be a difficult thing to debug.

Don't use NAP enforcement or any of the other settings: they don't have value for eduroam
deployments.

Finally, review your settings, and click “Finish”.
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&l [ KADIUS Clients and Servers
& RADIUS Clents * Network policies allow you to designate who is authorized to connect to the network and the circumstances under which they can or cannot
35 Remote RADIUS Server G connect.
= 5] Policies
sl i [T [ Status | Processing Order [ Access Type | Source [
r':" |®local eduroam users ~ Enabled 1 Grant Access  Unspecified
£l B, Network Access Protection

Your local accounts should now be able to authenticate wirelessly! Go ahead and try it, before
making any more changes.




In order to assign VLAN attributes to your local users, we need to duplicate the Network Policy.

b Network Policy Server

Fle Action View Help
e |7xm|HE

& s tocl)

Bl || RADIUS Clients and Servers
i RADIUS Chents * Network policies allow you to designate who is authorized to connect to the network and
5 Remote RADIUS Server G connect.
= |5/ Polices
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| Health Policies
= B Network Access Protection
[# 2 System Health Validators
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The order of rules is important: make sure the rule for matching local users is first. You can add
extra conditions to this rule to make sure it only matches local requests, and add VLAN
attributes in the propertles (“Settings” tab) for this policy.

local cduroam users propernes————— g
|
Overview (Condtions | Constraints | Settings | '
Configure the condtions for this network policy.

¥ condiions match the connection request, NPS uses this policy to authonize the connection request. I conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

| Condition | Value
82, User Groups LAB"Domain Users
W Cliet Friendy Name momkaas

Specify the fiendly name of the RADIUS client. You can use paitem matching
syrta.

|aocasapoln1-1

ok | cace |

o e it
The Clert Friendly Name condition speciies the name of the RADIUS client that forwarded the connection request to NPS.

ad. | E&. | Remove |

oK | Cancal | sy |

First, add a Condition to only ‘match local requests. A simple example is to use the friendly name
for your clients: if you named your clients accesspoint-1 and accesspoint-2, you can use an
expression here like accesspoint-*



In the settings tab, add additional attributes for your users.
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The standardized attributes for VLANs are Tunnel-Medium-Type, Tunnel-Type and Tunnel-Pvt-
Group-ID where the Tunnel-Pvt-Group-ID contains the number of the VLAN you want to assign.
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The other attributes need to contain default values,
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Tunnel-Medium-Type = 802, and Tunnel-Type = Virtual LANs (VLAN).



One last Connection Request Policy needs to be created (unless your National Roaming Operator
only forwards the realms you're using to your servers).

New Connection Request Policy

You can specify a name for your connection request policy and the type of connections to which the policy is

H, = . Specify Connection Request Policy Name and Connection Type
applied.

Policy name:
|reject unknown local reaims|

m
@
O i 2

_ [ Network connection method
" | Select the type of network access serverthat sends the conneclion request to NPS. You can select either the network access server
type or Vendor specific, but nether is required. F your network access server is an 802.1X authenticating switch or wirsless access point,

m
=

v T = |

% Type of network access server:
| Unspecied =l
= Vendor speciiic

lw_E|:

L Ed

m

i |

Freviots “ Next I First Cancel ]

it

We need to create a policy to reject “unknown local realms”: realms that are sub-realms of your
realm, but are not actually used. When they are forwarded to you by the proxies, you shouldn't
forward them back to the proxy servers, because that will create loops.

[
i Spedcify Conditions
i * Specify the conditions that determine whetherthis connection request palicy is evaluated for a connection request,
= A minimum of one condition is required.
{
k!
[ select condition E
i
> Select a condition, and then click Add.

HCAP - i

Location Groups
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A required to matc Ales B E3 Efird party
A network access
= Specify the user name of the access request message. You can use pattem
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T
- . |\ eduroam’.nis]
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W The Access Clie hesting access
= from the RADIUS
1
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| Add. | E it | Remove |

The condition to match for this rule (that should come after all other rules for local users but
before the proxy userse) should match a user-name ending on your top-level realm. This is done
by a regular expression such as \.lab\.eduroam\.nl$



New Connection Request Policy E !

i ! Specify Connection Request Forwarding

The connection request can be authenticated by the local server or it can beforwarded to RADIUS servers in &
remote RADIUS server group. -

i the policy conditions match the connaction request. these ssitings are appliad.

Settings:
Forwarding Connechion

Aequest Specify whether connection requests are processed locally, are forwarded to remote
equest RADIUS servers for suthentication, or ane accepted without authentication

Authentication

‘Q Accounting & Muthenticate requests on this server

" Forward requests to the following remote RADIUS server group for suthenfication:

proxy-senvers j New... | I

" Accept users without vakidating credentials -

e .

Though we're going to reject the request, set it to authenticate on this server. It needs to be
processed locally, and not forwarded.

Don't override any of the settings and finalize the policy; you can create a Network Policy to
match the requests as well and assign a Reply-Message to log why the request was rejected, but
it's no problem to leave that out.

— —

= p Theze authentication settings are usedirather than the constramts and authentication settings i network poficy, For VPN and SO21X

i3 Remote RADIUS Server G | torwanded to remote HALIUS servers. For IMAF VN or SUL. 1, YOU must configure FEAF authentication
=l =] Poldes connection request policy.
(. Connection Request Polid N IE | F : | 3
e g focel ek sewy aery Encbled 1 Unspecfied
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i._E. Remediation Server Group Use Windows authentication for all users Disabled 4 Unspecified
"g Accounting
=1 [l Tamnlates Manansmant

Make sure the order of Connection Request Policies and the Network Policies is correct, and test
your configuration.

Topics not yet covered (and/or left as exercise to the reader):

* Logging (Take a look at the Accounting section)
* Adding the Operator-Name attribute (That needs a dictionary change, annoying)

* Loop prevention (By using conditions to filter on proxyserver-* for instance, or only
trigger with conditionon accesspoint-*)



Appendix A: Certificates

You need to have a server certificate in order to use PEAP-authentication with eduroam. PEAP
sets up a secure SSL tunnel (just like HTTPS does for websites) in order to protect the
credentials, and is an important part of the mutual authentication: both the user needs to prove
who he or she is, and the authentication server needs to prove to the user that he or she is
providing credentials to the right authority.

Without certificate (self signed or not) it's not possible to do local authentication. NPS can still
be used as a proxy to receive requests from Access Points, log, filter, and forward to the
eduroam infrastructure.

Open the Microsoft Management Console, mmc (via “Start” - “Run” - “mmc”). Go to “File”,
“Add/Remove Snap-in...”, select “Certificates”, click “Add >” and answer the prompt by
choosing “Computer account”:

7~ Consolel - [Console Root]
i@ File  Acon View Favorites  Window  Heln

M

(=1
JRETE

[ Comsole Root  Youcan ﬂnmﬂf«ﬂsmmﬁwm“ﬂem your computer and configure the selected set of snap-ns. For
- extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

[Snepn | vendor = =] Console Root Edt Extensions... |
@i Active Directory Do...  Microsoft Cor... Certificates snap-in

i Active Directory Site... Microsoft Cor...

; Active Directory Use... Microsoft Cor... This wil manage cerficates for-
=i ActiveX Control Microsoft Cor...

2 ADSI Edit Microsoft Cor... " Myuser account

[EJauthorization Manager  Microsoft Cor... € Service account

Elcertificates Microsoft Cor... Add > | = Computer account

Q' Cnmpnnent Services Microsoft Cor...
Computer Managem... Migrosoft Cor...

Device Manager Microsoft Cor...
=¥ Disk Management Microsoft and...
& DNS Migrosoft Cor...
{2 Event Viewer Microsoft Cor...
' Folder Microsoft Cor... 2
Description:

The Certificates snap-in allows you to browse the contents of the certific

. cBack [ Net> | cancel |
| | | |
After this, select you want to access the resources on the Local Computer (assuming that's where

you install your NPS on), and click “Ok” in the “Add or Remove Snap-ins” window to work with
the MMC console.

If you have a signed certificate already in pkcs12 format, you can import it (and/or intermediate
certificates) to the “Personal” store by right-clicking the “Personal” folder and choosing
“Import...” under “All Tasks”.

F= Consolel - [Console Root\Certificates (Local Computer)\Personal]
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Clicking “Next” after the
to import.

Certificate Import Wizard introduction asks you for the certificate files

X AR olN NNENEN VTl oo pori oo H| |
e Cpmole .Root Obp:_t'l'E e hh"’
= Gl certificates {Local Computer) | Certificate 5 m
= [ Personal Specify the file you want to import. L
| Certificates Mare Actions »
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[ || Enterprice Trust File name:
# Intermediate Certification £ || Browse.., |
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# ] Untrusted Certificates
| Third-Party Root Certificati Note: More than one certificate can be stored in a single file in the following formats:
[ | Trusted Pecple Personal Information Exchange- PKCS 212 (PFX,.P12)
[ | Remote Desktop
@ ] Certificate Envollment Requ Cryptographic Message Syntax Standard- PKCS 27 Certificates (.P7B)
[ | Smart Card Trusted Roots Microsoft Serialized Certificate Store (.55T)
& [ Trusted Devices ;'

Learn more about certificate fis formate

< Back Next > Cancel

In the next screens you're asked for the password that protected the file, and folder to store the
certificate in (this is the “Personal” folder that you just selected). Then the import is complete
you will find your certificate in the Personal folder, and you can select it from NPS later.

Generate a certificate request

If you have no existing certificate to import, you need to generate a CSR to be signed.

= Consolel - [Console Root\Certificates (Local Computer)\Personal]

EF&: Action

View Favorites Window Help

e 2m0]os Bm

_| Console Root Object Type
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Create the request by right-clicking the “Personal” tree in the Certificates snap-in, selecting “All
Tasks - Advanced Operations” and “Create Custom Request”. Click “Next” after the introduction
and (assuming you have no internal CA running) choose “Custom Request, proceed without
enrollment policy” as shown below.

If you have an internal CA, the procedure is different. If your (Windows) clients also get this CA enrolled
by the Active Directory, an internal CA might be an option for your server certificate. If your clients
(especially true with “bring your own” devices) don't have the internal certificate, having a certificate
from a public certificate authority (CA) makes the configuration of eduroam on the devices easier.
Windows for one, refuses to authenticate if it can't verify the certificate used by any of its stored CA’s,
whether public or not. A self-signed certificate, means more work for the end-users (and maybe more

support calls).



B Certificate Enrollment =] 3 |
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Select Certificate Enrollment Policy ]

Certificate enroliment policy enables ervollment for certificates based on predefined certificate templates. Certificate
E enroliment policy may already be configured for you.

¥ Configured by your administrator
4 Active Directory Enrolliment Policy @

Configured by you Add New
Custom Request

1w

Proceed without enrallment pobcy

Learn more about certificate enrolment policy

MNext Cancel I

After clicking “Ne)'<t”, leave the options for the Custom request default to PKC§10;
Custom request ;
Chose an option from the list below and configure the certificate options as required.

Template:

Request format: (¥ PKCS £10
" oMc

Mote: Key archival is not available for certificates based on a custom certificate request, even when this option is
spedfied in the certificate template,

In the next screen though, you need to change some properties for the requested certificate:
Certificate Information o

Click Mext to use the options already selected for this template, or click Details to customize the certificate request,
and then didk Next.

[ Custom request 1) STATUS: Available Details &
The following options describe the uses and validity period that apply to this type of certificate:
Key usage:
Application policies:

Validity period {(days):

propertes |

In the “General” tab you can configure a friendly name for the certificate; in this example the
“common name” (CN) of the certificate is used: lab.eduroam.nl - this is also the domain under
which the Active Directory operates, and it will be the RADIUS realm too.

In the “Subject” tab, enter the “Common Name” for your certificate. You probably need to
prove ownership of the hostname/domain used to the certificate authority (CA), plus your users
will see this name in the certificate: so this name is important.

It doesn't need to be the name of the host itself: actually, if you have multiple NPS servers, it's
important that all servers have the same certificate because devices will (at least) prompt when
there is a certificate change (which is what then happens during failover).

If your users recognize the name of the certificate when they're prompted, that's probably safer
and easier for instructions. (Besides, they might need to check other properties of the
certificate, eg. the fingerprint, which is what the Windows 8 client will show for verification.)

If you make the certificate “eduroam.your-org.tld” for instance, that's fine. In this case, we're
using “lab.eduroam.nl” for the CN.



l| Certificate Properties
"General Subject | Extensions | Private Key |
The subject of a certificate is the user or computer to which the certificate is issued. You can

& enter information about the types of subject name and alternative name values that can be used
in a certificate.

Subject of certificate
The user or computer that is receiving the certificate
Subject name:
Type:
|Commn name ﬂ Add >
Value:

Ilab.EdJroam.nH ﬂl

Alternative name:

Type:

|Directory name EI

Value:

I Add

< Remove |

Learn more about subject name

el s sl

Click “Add” for the subject, and go to the Private Key menu. It's recommended (and by some
CA's required) to make the key size 2048 bits. Click “OK” after these changes, and proceed to
the “Next” step in the Wizard.

(Make sure the profile used at the public CA includes the TLS server extensions. If you use an
internal CA in your Active Directory, you might want to include these extensions in the
“Extensions” tab. For a public CA, you probably don't have to worry about this.)

Store your certificate signing request (CSR) in a file: to request the certificate you need to copy-
paste the BASE64 contents to the request page.

L]

"] Certificate Enroliment E

Where do you want to save the offline request? for

If you want to save a copy of your certificate request or want to process the request later, save the request to your
iF hard disk or removable media. Enter the location and name of your certificate request, and then dick Finish,

File Name:

|c:\mvcsr.b-c‘d Browse... I
e
< File format:

{* Base 64

" Binary

The certificate request (and private key for now), you will find under the Certificate Enrollment
Requests. You can also delete it from there if you made a mistake.
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Now, request your certificate using the file/BASE64 copy-pasted content at your CA page. If
you're a Terena Certificate Service you probably know the URL for this; you can also request a
certificate at any of the well known commercial CA vendors, such as Comodo, GlobalSign,
Verisign... or even test it with a trial-certificate that's valid for limited time.

It's preferable to make your certificate expire after a longer period, such as 3 years: your users
might receive a prompt about the new certificate that you need to tell them about before
changing it. (Normally if they get such a prompt, this could be a man-in-the-middle attack, so
inform them about that too! Mutual authentication is an important part of your security!)

After your certificate is issued by the CA, import it via the MMC snap-in:
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You can download the .pem files provided by the provisioning interface of the public CA.

Also install the intermediate certificates that you receive from your CA, in particular if they're
not already installed in your store. The NPS server needs to send them (along with the
certificate) to the clients in order to do proper verification. (This isn't different from protecting
a website with SSL certificates.)
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